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TOPICS
* HOW IS THIS HAPPENING? (IOT!!!!!!!!!)

* ATTORNEYS UNDER ATTACK, SPECIFIC EXAMPLES

* LATEST SCAMS AND TECHNIQUES BEING UTILIZED: 
RANSOM, PHISHING, PHARMING, SMISHING, SOCIAL 
MEDIA, GRANDPARENT SCAM, DATING, ”OFFERS,” 
SPOOFING, ETC.

* WHY (AND HOW THESE TECHNIQUES WORK)

* HOW TO PROTECT YOURSELF: BACKUPS, VIRUS 
PROTECTION PROGRAMS, WHAT TO DO IF 
ATTACKED WITH RANSOMWARE OR OTHER 
MALWARE, VPNS, ETC.

* DON’T BE A VICTIM OF SOCIAL ENGINEERING

* TIPS, TOOLS, TECHNIQUES



AS LAWYERS, WE HAVE AN ENDURING 
ETHICAL OBLIGATION TO PROTECT OUR 

CLIENT’S PRIVATE INFORMATION.

Getting hacked could mean the end of a lawyer’s career.

We are being listened to. We are being tracked. 

We are being hacked. 

Protect yourself. Protect your clients. 





You might be able to improve this. If you 
do, please share with the rest of us. A 
hard copy is in the materials provided, 
but you can download a copy in MS Word 
at:

https://www.rapkinlegal.com/emailclass



ETHICAL CONSIDERATIONS

4-1. CLIENT-LAWYER RELATIONSHIP RULE 4-1.1 COMPETENCE 
A lawyer must provide competent representation to a client. Competent representation requires the legal 
knowledge, skill, thoroughness, and preparation reasonably necessary for the representation. 

Maintaining competence 
To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its 
practice, engage in continuing study and education, including an understanding of the benefits and risks 
associated with the use of technology, and comply with all continuing legal education requirements to 
which the lawyer is subject. 

RULE 4-1.6 CONFIDENTIALITY OF INFORMATION
(e) Inadvertent Disclosure of Information. A lawyer must make reasonable efforts to prevent the 
inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to the 
representation of a client. 

Acting Competently to Preserve Confidentiality 
Paragraph (e) requires a lawyer to act competently to safeguard information relating to the 
representation of a client against unauthorized access by third parties and against inadvertent or 
unauthorized disclosure by the lawyer or other persons who are participating in the representation of the 
client or who are subject to the lawyer’s supervision. See rules 4- 1.1, 4-5.1 and 4-5.3. 

RULE 4-1.18 DUTIES TO PROSPECTIVE CLIENT



GOT ANY OF THESE LYING AROUND????



PROPER DISPOSAL IS AN ETHICAL OBLIGATION.



RESPONSE TO NEGATIVE ONLINE COMMENTS…

WRONGFULLY OBTAINED INFORMATION…

ONLINE COMMENTS…



HERE IS THE PROBLEM NO ONE IS TELLING YOU 
ABOUT: IT’S CALLED “THE INTERNET OF THINGS.”
The ”Internet of Things,” (IOT), gathers information which seems harmless. But if you swore an 

oath to protect your clients’ information, and your home is littered with listening devices, you may 
have a problem…



IT STARTS WITH INFORMATION GATHERING. 
Introducing “the internet of things.” (IOT) If it’s connected to the internet, it can be accessed and hacked. 



SMART DEVICES

Smart Toaster Smart Refrigerator, Smart Stove, 
Smart Washer and Dryer, Smart 
Microwave, Smart Toothbrush

Smart toast? Really? What happens 
when Skynet gets control of my toaster? 
This is Armageddon. 

Data collection may not be an issue for non-lawyers. 

Introducing “the internet of things.” (IOT) If it’s connected to the 
internet, it can be accessed and hacked. 



SMART FORK, SMART CAT FEEDER, SMART 
OVULATION DEVICE

If a device is “smart,” it is connected to the internet. Smart devices 
collect data about your life. (What about passwords?)

Introducing “the internet of things.” (IOT) If it’s 
connected to the internet, it can be accessed and 
hacked. 



THE DEVICES TALK TO ONE ANOTHER.

They use software called “APIs” to communicate.

An Application Programming Interface (API) is a software 
connection that allows applications to communicate and share 
services. In contrast to a user interface, which connects a 
computer to a person, an application programming interface 
connects computers or pieces of software to each other.



Introducing “the internet of things.” (IOT) If it’s connected to the 
internet, it can be accessed and hacked. 

SMART-TOASTERS ARE EASY TO HACK. 

Companies are focused on gathering 

data to sell. They are NOT focused on 

your security and safety. 



Introducing “the internet of things.” (IOT) If it’s connected to the 
internet, it can be accessed and hacked. 
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Introducing “the internet of things.” (IOT) If it’s connected to the 
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Introducing “the internet of things.” (IOT) If it’s connected to the internet, it can be accessed and hacked. 



THE DEVICES TALK TO ONE ANOTHER.
Internet of things devices use APIs, devices such as:  

Garmin Health API, Google Assistant, Withings, Apple Homekit, Alazon Alexa, 
Udibots, and many, many (many) more. 

Think of: Wearables, exercise, sleep trackers collecting data on steps, sleep, calories, heart 
rate, stress, intensity minutes, body composition voice control over phone applications, 
speakers, smart displays, automobiles, watches, laptops, TV,  Nest, measuring devices, such 
as scales and blood pressure monitors, that can send health information directly to the 
internet. 

Apple Homekit: lights, thermostats, garage doors, etc. could all be controlled by voice. 
Apple HomeKit API is accessible via the Apple iOS8 SDK.

Amazon Alexa: controls TVs, alarms, door locks, lights, and any number of other smart 
home devices.

Ubidots: This platform (like many others) can send data to the cloud from any Internet-
enabled device. 



Alissa Knight, expert on API Hacking, employed by law enforcement to protect law enforcement vehicles’ APIs. 



THESE HACKERS WERE NOT LOOKING FOR FINANCIAL DATA… 

What if they listened for PASSWORDS, personal financial information? 

Have you ever had a confidential conversation with a client on the phone while 
standing in your kitchen?

Do you have a smart toaster? 

Do you have a ring device? 

What about an “Alexa” device?

Apple T.V.? 

“Hey Siri, don’t listen to the private conversation I’m having with my client.”

Introducing “the internet of things.” (IOT) If it’s connected to the 
internet, it can be accessed and hacked. 



WHY DO WE CARE IF OUR ”SMART TOASTER” 
LISTENS TO US?
Is the ”smart toaster” listening to our 
conversations and sensitive information? 
Can hackers infiltrate the devices? 

What about Alexa?

Hey “Alexa!” don’t violate attorney-client privilege.



IS MY PHONE LISTENING TO ME?

Social Engineering…



IS MY PHONE LISTENING TO ME?

Social Engineering…



WHAT IS ”SOCIAL ENGINEERING?”
”Social Engineering” is a term used to describe specific activity of cybercriminals (or advertisers) when 
they design attacks (or ads) for a specific person or group. The attack is designed to appeal  to the 
target by using the target’s interests, behaviors, motivations, wants, and needs. Social engineering is 
based on manipulation. 

This is Social Engineering directed at me. 
I received it 07/28/2022.
Any ideas why I might have gotten this?
(This is “Smishing” by the way.)



SOCIAL ENGINEERING



Social Engineering…



Social Engineering…



I HATE COOKIES. (THE INTERNET KIND, I MEAN.)

HTTP cookies, or internet cookies, are built specifically for Internet web browsers to track, personalize, and 
save information about each user’s session. Internet Cookies are used for:
Session management. For example, cookies let websites recognize users and recall their individual login 
information and preferences, such as sports news versus politics. Personalization. Customized advertising is the 
main way cookies are used to personalize your sessions. You may view certain items or parts of a site, and 
cookies use this data to help build targeted ads that you might enjoy. Tracking. Shopping sites use cookies to 
track items users previously viewed, allowing the sites to suggest other goods they might like and keep items in 
shopping carts while they continue shopping.

Cookies were invented in 1994 by “Netscape.” (Remember ”Netscape” before it was (brutally) murdered by 
Microsoft? (Bill Gates)

They were used primarily to load websites faster and prevent servers from having to store your computer’s info. 
We don’t need these anymore. They are still used today, but for (what I call) nefarious purposes, such as 
tracking. (That’s why the EU made it a law that they have to tell you about them now.)



DISABLE COOKIES?



SNOWDEN EXPLAINS TRACKING

Edward Snowden is not the ”wikileaks guy.” (That was Julian Assange.) Snowden (in 2013) 
blew the whistle on USA’s surveillance (often illegal) tactics.

BTW, He’s still in hiding. Being tracked is a big issue for him.)



IS GOOGLE LOCATION TRACKING GOOD OR BAD?

Check my location history?



HAS ANYONE EVER HEARD OF PEGUSAS? 



WE ARE BEING LISTENED TO. WE ARE BEING TRACKED…

WE ARE ALSO BEING HACKED. 
HOW DOES ”HACKING” ACTUALLY WORK?

Most people will never be victims of a “brute force” attack. 
We would be the victims of social engineering. The attacks 
would be specifically directed at us.

This is hacking the ”person,” not necessarily the device and 
methods of attack include (but are not limited to) email 
redirects, phishing, thumbdrives with keyloggers, password 
hacking, and any other method to “trick” you into opening 
the door. 



BE AWARE!

Phishing Online Marketplace Scams

Pharming “Free” Gift Offers

Smishing Malware

Social Media Messenger Scams Advance Fee Scams

Romance/online dating scams Foreign Money (Nigerian Prince)

Emergency (Grandparent) Scams Spoofing



WHAT IS “PHISHING?”
The criminal poses as a trusted, legal, legitimate, source in 
order to fool you into providing sensitive data, criminal then 
uses the information to steal from you (obviously) or commit 
identity theft. Malware is usually left behind for further attacks. 



WHAT IS “PHISHING?”



WHAT IS “PHISHING?” (YES, AMAZON WILL HOST YOUR ILLEGAL ACTIVITIES FOR FREE.)



WHAT IS “PHARMING?”
Pharming uses ”DNS Poisoning” or ”Spoofing” to 
redirect your device to a fraudulent website 
designed to capture sensitive information. 



PHISHING AND PHARMING ARE SIMILAR, BUT HAVE SOME 
KEY DIFFERENCES IN HOW THEY WORK. 

PHISHING

* Criminal tricks victim into providing sensitive 
information through email or text message

* Involves a fraudulent link to a website which 
then attempts to gain the user's information

* Is an attack directed at one person at a time

* Phishing attacks are relatively easy to 
initiate as well as identify

* Requires unsuspecting victim to click on 
malicious code in their inbox

PHARMING

* Seeks sensitive data through domain spoofing

* Works by exploiting DNS system and is harder to 
identify than Phishing

* Targets multiple victims at a time by using a 
technique called "DNS Poisoning." Works by infusing 
false info into DNS, redirecting users to illegitimate 
websites designed to steal data.

* Spyware removal tools are useless because 
technically, there is no malware on the end-users' 
computers.



ATTORNEYS WHO HAVE BEEN SCAMMED

Some Examples Include:

• Scammers pretending to be from Bar Association

• Legal Representation Scams

• Debt Recovery Assistance Scams

• Family Law Attorney Scam

• ”Advance Fee Fraud”















WHAT IS RANSOMWARE?





CONCLUSION

Backup. (You must!) And maintain them!
Unless you know it, don’t click (or tap) on it. 
Limit what is listening to you, at least in your office.
Go into preferences and take control of trackers, cookies, and other vulnerabilities.
Use strong passwrds and change them on a regular basis. 
Use two-factor authentication.
Always update. (they are almost always about security)
Check domain names and certificates before putting in login info.
If suspicious, switch browsers and type in the url yourself.
Don’t click in links in emails.
Keep firewalls on. (And consider a reputable VPN)
Https:// is better than Http://
Limit the personal information you give out (avoid being “socially engineered!”)
You will not be contacted by a bank or legitimate site which then asks for your login or other personal info.
Avoid getting hooked by pressure tactics. If suspicious, slow down, ask for help.
If you get attacked, turn everything off, pull the plugs and get help.




